Srillium

Community Health Plan

July 17, 2020
RE: Protected Health Information of Member
Dear Member,

On June 2, 2020, Trillium learned about a hacking incident. The incident resulted in a potential breach of
your Protected Health Information.

Trillium works with Magellan. Magellan helps your doctors make decisions about care.

On April 6, 2020, a hacker sent a phishing email to Magellan. A Magellan employee opened the
email. Opening the email may have given the hacker access to your information.

Magellan discovered the problem on April 11. Magellan hired Mandiant to learn what
happened. Mandiant blocked the hacker’s access.

Magellan took action to protect your information. They promptly contacted law enforcement, including the
FBI.

Then, Mandiant worked to find out what information the hacker viewed.

Magellan made its online security better. Trillium continues to work with them. Trillium is focusing on
preventing future incidents.

On June 2, Magellan told us the hacker might have seen your name or other information.

The other information is treatment or account information, member number, other health-related
information, email address, phone numbers, and/or physical address.

The information did not include your Social Security number. The information did not include other
financial information.

We included the “Information about Identity Theft Protection” guide. This guide may help you to take
action.

Please keep a copy of this letter. Please review documents you receive from Trillium. If you receive
documents for care you did not have, please contact us at the phone number below.

Trillium takes the security of your health information very seriously. We sincerely regret any concern or
inconvenience this incident may have caused you.
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For more information or if you have any questions, please contact us at:

Trillium Community Health Plan
PO Box 11740

Eugene, OR 97440-3940

Toll Free: 877-600-5472

Sincerely,
Kim Hanson

Compliance Officer
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Information About Identity Theft Protection Guide

Contact information for the three nationwide credit-reporting companies is as follows:

Equifax Experian TransUnion
Phone: 1-800-685-1111 Phone: 1-888-397-3742 Phone: 1-888-909-8872
P.O. Box 740256 P.O. Box 9554 P.O. Box 105281
Atlanta, Georgia 30348 Allen, Texas 75013 Atlanta, GA 30348-5281
www.equifax.com WWww.experian.com http://www.transunion.com/

Free Credit Report. We remind you to be vigilant for incidents of fraud or identity theft by reviewing your
account statements and free credit reports for any unauthorized activity. You may obtain a copy of your
credit report, free of charge, once every 12 months from each of the three nationwide credit reporting
companies. To order your annual free credit report, please visit www.annualcreditreport.com or call toll free
at 1-877-322-8228. You can also order your annual free credit report by mailing a completed Annual Credit
Report Request Form (available from the U.S. Federal Trade Commission’s (“FTC”) website at
www.consumer.ftc.gov) to: Annual Credit Report Request Service, P.O. Box 105281, Atlanta, GA 30348-5281.

Security Freeze. Security freezes, also known as credit freezes, restrict access to your credit file, making it
harder for identity thieves to open new accounts in your name. You can freeze and unfreeze your credit file
for free. You also can get a free freeze for your children who are under 16. And if you are someone’s
guardian, conservator or have a valid power of attorney, you can get a free freeze for that person, too.

How will these freezes work? Contact all three of the nationwide credit reporting agencies — Equifax,
Experian, and TransUnion. If you request a freeze online or by phone, the agency must place the freeze
within one business day. If you request a lift of the freeze, the agency must lift it within one hour. If you make
your request by mail, the agency must place or lift the freeze within three business days after it gets your
request. You also can lift the freeze temporarily without a fee.

Don’t confuse freezes with locks. They work in a similar way, but locks may have monthly fees. If you want a
free freeze guaranteed by federal law, then opt for a freeze, not a lock.

The following information must be included when requesting a security freeze (note that if you are
requesting a credit report for your spouse, this information must be provided for him/her as well): (1) full
name, with middle initial and any suffixes; (2) Social Security number; (3) date of birth; (4) current address
and any previous addresses for the past five years; and (5) any applicable incident report or complaint with a
law enforcement agency or the Registry of Motor Vehicles. The request must also include a copy of a
government-issued identification card and a copy of a recent utility bill or bank or insurance statement. It is
essential that each copy be legible, display your name and current mailing address, and the date of issue.

Fraud Alerts. A fraud alert tells businesses that check your credit that they should check with you before
opening a new account. As of September 18, 2018, when you place a fraud alert, it will last one year, instead
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of 90 days. Fraud alerts will still be free and identity theft victims can still get an extended fraud alert for
seven years.

Federal Trade Commission and State Attorneys General Offices. If you believe you are the victim of identity
theft or have reason to believe your personal information has been misused, you should immediately contact
the Federal Trade Commission and/or the Attorney General’s office in your home state. You may also contact
these agencies for information on how to prevent or avoid identity theft. You may contact the Federal Trade
Commission, Consumer Response Center, 600 Pennsylvania Avenue, NW, Washington, DC 20580,
www.ftc.gov/bcp/edu/microsites/idtheft/, 1-877-IDTHEFT (438-4338).

Reporting of identity theft and obtaining a police report. You have the right to obtain any police report filed
in the United States in regard to this incident. If you are the victim of fraud or identity theft, you also have the
right to file a police report.

For Oregon residents: You are advised to report any suspected identity theft to law enforcement, the Federal
Trade Commission, and the Oregon Attorney General.
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Community Health Plan

Do you think Trillium Community Health Plan (TCHP) has treated you unfairly?
Trillium must follow state and federal civil rights laws. It cannot treat people unfairly
in any of its programs or activities because of a person’s:

o Age e Gender identity e Race e Sexual orientation
e Color e Marital status ¢ Religion
e Disability ¢ National Origin e Sex

Everyone has a right to enter, exit and use buildings and services. They also have
the right to get information in a way they understand. Trillium will make reasonable
changes to policies, practices, and procedures by talking with you about your needs.

To report concerns or to get more information, please contact Member Services at
541-485-2155; Toll Free: 1-877-600-5472; TTY: 1-877-600-5473, Monday through
Friday, 8:00 a.m. to 5:00 p.m. At other times — including Saturday, Sunday, and federal
holidays — you can leave a voicemail. We will return your call the following business
day. The call is free.

You also have a right to file a civil rights complaint with the U.S. Department of
Health and Human Services Office for Civil Rights. Contact that office one of these
ways:

Web: www.hhs.gov

Email: OCRComplaint@hhs.gov

Phone: 1-800-368-1019, 1-800-537-7697 (TDD)

Mail: 200 Independence Ave., SW, Room 509F HHH Bldg.
Washington, D.C. 20201
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English
ATTENTION: If you do not speak English, language assistance services, free of charge,
are available to you. Call 1-877-600-5472; TTY: 1-877-600-5473.

Espanol (Spanish)
ATENCION: si habla espafiol, tiene a su disposicion servicios gratuitos de asistencia
linguistica. Llame al 1-877-600-5472; TTY: 1-877-600-5473.

Tiéng Viét (Vietnamese) ) i
CHU Y Néeu ban ndi Tiéng Viét, cé cac dich vu ho trg ngdn nglr mién phi danh cho ban.
Goi s0 1-877-600-5472; TTY: 1-877-600-5473.

¥H8h 3 (Chinese)
IR NREHERAERDY  BULGREEESESEBRSE. FH
TTY: 1-877-600-5473.

dﬂﬁi

1-877-600-5472;

Pycckuin (Russian)
BHUMAHWE: Ecnu Bbl roBopuTe Ha pPyCCKOM A3blke, TO BaM AOCTYMHbI becnnaTHble
ycnyrn nepesoga. 3BoHuTe 1-877-600-5472; TTY: 1-877-600-5473.

¢H=50{ (Korean)
FO: = E AMSotAIE B2, HH K& AMHIAE 22 0|E0HA &= JUSLICH 1-
877-600-5472; TTY: 1-877-600-5473.

YkpaiHcbka (Ukrainian)

YBAIA! AKLio BM pO3MOBRSIETE YKPAIHCHKOK MOBO, BU MOXETe 3BEPHYTUCA 0
©e3koLwTOBHOT Cny6mn MOBHOI NiaTPUMKK. TenedoHynTe 3a Homepom. 1-877-600-5472;
TTY: 1-877-600-5473.

HZAEE (Japanese)
AEEIE HREZEINDGE, BHOSEXXEZ ARAWEITES, 1-877-600-
5472; TTY: 1-877-600-5473. £T. BEEICT EMC &L

Arabic:
1-877-600-547248 5 e - Juail Ulae el dalia 4y salll sacbuall ciladd (s A yall Zall) Caaai i€ 1) i
1-877-600-5473 :aSdl 5 anall uila a8
Romana (Romanian)
ATENTIE: Daca vorbiti limba roména, va stau la dispozitie servicii de asistenta
lingvistica, gratuit. Sunati la 1-877-600-5472; TTY: 1-877-600-5473.



i2i (Cambodian)
[ug: 1I0AaSMERSUNW Mgl INSSwigsAM N IhwBsSAn Y
AHGEISIUNUUITEAY G gitdy) 1-877-600-5472; TTY: 1-877-600-5473.

Cushite
XIYYEEFFANNAA: Afaan dubbattu Oroomiffa, tajaajila gargaarsa afaanii, kanfaltidhaan
ala, ni argama. Bilbilaa 1-877-600-5472; TTY: 1-877-600-5473.

Deutsch (German)

ACHTUNG: Wenn Sie Deutsch sprechen, stehen lhnen kostenlos sprachliche
Hilfsdienstleistungen zur Verfigung. Rufnummer: 1-877-600-5472; TTY: 1-877-600-
5473.

s~ U & (Farsi)
Ledi gl B o sy (5 bt S (o0 SO o B (L) 40 R sl
1-877-600-5472; TTY: 1-877-600-5473.L .25l o ab) i 2 yd0 (uldd

Francgais (French)
ATTENTION : Si vous parlez francgais, des services d'aide linguistique vous sont
proposés gratuitement. Appelez le 1-877-600-5472; TTY: 1-877-600-5473

a1 Ine (Thai)
13w amwame Insaasnansalduimathoimdenanmu laws Tns. 1-877-600-5472;
TTY: 1-877-600-5473.





